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Meroauueckue ykKazaHus Ui CaMOCTOSATEIbHOM pPabOThl CTYJEHTOB IO
JUCLUIIIINHE «IIporpammHo-amnapaTHbie CpelCcTBa oOecrieyeHus
uHbOopMalMoOHHON Oe3omacHocTH» / coctaBuTenb: A.M. MBaHIIOB. - YIbsSHOBCK:
Yal'V, 2019. Hacrosimye MeToagu4yecKre yKa3aHus NpeIHa3HauYeHbl IS CTYI€HTOB
cneruanutera no crnenuanbHocTH 10.05.03 ounHoli popmbr oOyuenus. B pabore
IPUBEAECHBI JIUTEPATypa MO AUCLUUIUIMHE, OCHOBHBIE TEMBI Kypca W BOMNPOCHI B
paMKax KaxKJOW T€Mbl, pEKOMEHIall{ N0 W3YYEHUIO TEOPETUYECKOr0 MaTrepuania,
KOHTPOJIbHBIE BOIIPOCHI 11 CAMOKOHTPOJISI U TECTHI JJIsl CAMOCTOSITEIIbHON paOOTHI.
CryneHtam o4dHOW (opMbl OOy4YeHHUST OHM OyIyT TOJIE3HBI MPHU IMOJATOTOBKE K
JIEKLMSIM, CEMUHAapaM, JJa0OpaTOpPHBIM M KYpPCOBBIM pabOTaM U K 3K3aMEHy IO
JJaHHOM JUCIUILINHE.

PexomeH10BaHbI K BBEICHHUIO B 00pa30BaTEIbHBIN POIlecC Y UYEeHbIM COBETOM

dakynpTeTa MaTeMaTUKH, MTHPOPMAIIMOHHBIX U aBHAIIMOHHBIX TeXHOJorud Yil'y
(mpotokoi Ne 2/19 ot 19.03.2019 1.).
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1. JUTEPATYPA JJA U3YUYEHUSA JUCHUIIJIMHBI
1. Jymkun A.B., IIporpamMmMHO-anmapaTHbIe CpeICTBa OOECTICUCHHSI
nH()OPMAITMOHHOW 0€30MacCHOCTH [DNEeKTPOHHBIN pecypc]: YueOHoe mocobue mis
By30B / A.B. Jlymkun, O.M. bapcykos, E.B. Kpasuos, K.B. Cnanos. Iloa
penakuuei A.B. Jlymikuna - M.: Fopﬂqaﬂ munus - Tenexom, 2016. - 248 c. - ISBN
978-5-9912-0470-5 Pexxum JIOCTYTIA:
http://www.studentlibrary. ru/book/ISBN9785991204705 html.

2. CsunapeB H.A., IHcTpyMeHTanbHBIA KOHTPOJIb U 3alIUTa UH(DOpMALIUU
[DnexTponHBIi pecypc]: yueb. mocodue / CBunapeB H.A., Jlankun O.B., Jlanmikun
A.Il, Tlorexeukuii C.B., Ileperokun O.U. - Boponex: BI'YUT, 2013. - 192 c. -
ISBN 978-5-00032-018-1 - Pexum IOCTyma:
http://www.studentlibrary.ru/book/ISBN9785000320181.html

3. bysos I'.A., IIpakTrueckoe pyKOBOJCTBO IO BBISBICHUIO CIIEIHAIBHBIX
TEXHUYECKUX CPEJICTB  HECAHKIIMOHUPOBAHHOTO  IOJYYCHHUS HHPOPMAIUU
[DnexTpoHHBIi pecypc] / by3oB I'.A. - M.: I'opsiuas nunus - Tenexkom, 2010. - 240
c. - ISBN 978-5-9912-0121-6 - Pexum JOCTyIa:
http://www.studentlibrary.ru/book/ISBN9785991201216.html.

4. Hexommepueckast unrepuet-sepcust CIIC "KoncynprantlIntoc":

4.1 3akon Poccuiickoit ®enepanuu ot 21.07.1993 Ne 5485-1 «O
rocyaapCTBEHHOM TaHEe». Pexum
noctymna: http://www.consultant.ru/document/cons doc LAW 2481/

4.2 ®enepanbhblii 3akoH oT 27 utons 2006 1. Ne 149 - @3 «O06 undopmarum,
UH(OPMAIMOHHBIX TEXHOJOTHUSAX U O 3aIIUTE NH(HOPMALII
Pexxum noctyma: http://www.consultant.ru/document/cons doc LAW 61798/

4.3 Joxtpuna uHdopmanuoHHou OezomacHocTH Poccuiickoit deneparuu
(Yka3 Ilpesunenta PD ot 05.12.2016 N 646 "OO6 yrtBepxkneHuu JlOKTpHUHBI
uHdopmarmonHoit 6ezonacuoctu Poccuiickoit @enepanun')

Pexxum pnocrymna: http://www.consultant.ru/document/cons doc LAW 208191/

4.4 ®enepanbhblil 3akoH 0T 06.04.2011 N 63-D3 «O0 351€KTPOHHOM
TIO/ITTHCH
Pexxum moctyma: http://www.consultant.ru/document/cons_doc LAW_ 112701/

5. TOCT P UCO/MDBK 27002-2012 UndopmannonHasi TeXHOIOTHU. MeTo1bI
u cpeactBa obecriedenust 6ezomacHocTH. CBOJ HOPM U MpPaBUI MEHEIKMEHTA.
['OCT-Dkcnepr - equnas 6aza [OCTos Poccuiickoit @eneparuu 1151 06pa3oBaHus
U IpOMBILIUIEHHOCTH. Pexum noctyna: http://gostexpert.ru/gost/gost-27002-2012

6. AunpeeB A. C. Meroauueckue yKazaHUs MO HANMCAHUIO KYpPCOBBIX U
JUTTIOMHBIX Pa0OT U1 CTYACHTOB crieriuaibHOCTH "KoMmnbroTepHas 6e30macHOCTS"
[DnexTpoHHBIN pecypc] : yueO.-meron. mocodue / A. C. Auapees, A. M. lBaHI110B,
C. M. Panees; Yal'V, ®ak. marematuku, nHGOpPM. U aBuail. TexHoioruu, Kad.
nH(pOpM. 0€30MaCHOCTH U TEOPUHU YMNPABJICHUA. - DJIEKTPOH. TeKCTOBbIe JaH. (1
Gaii: 352 KB). - Y IbSIHOBCK: yary, 2017 URL:
http://lib.ulsu.ru/MegaPro/Download/MObject/915/Andreev_2017.pdf

7. Augpees A. C. Meroauueckue yka3aHusl AJisl TPOBEICHUS 1a00paTOPHBIX
paloT 1o 3amuTe HHPOPMAIUH ISl CTYIEHTOB crienuanbHocTeil "KommnbioTepHas
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oeszomacHocTh", "Marematudeckoe oOecnedyeHue U aJIMHUHUCTPUPOBAHUE
uHpopMaimoHHbIx cucteM", "MHPOKOMMYHHKAIIMOHHBIE TEXHOJIIOTUN U CUCTEMBI
ces3u", "CuctemHblii aHanu3 u ynpasieHue" [DnexTponHslii pecypc] / A. C.
AnnpeeB, C. M. bopoaun, A. M. Usannon; Yal'Y, ®MulT. - DnexrpoH.
TekctoBbie faH. (1 daiin : 14, 7 MO). - YabsHosck : Yal'V, 2015. Pexum noctymna
http://lib.ulsu.ru/MegaPro/Download/MObject/297/Andreev2015.pdf

8. OcHoBbl uH(poOpMarronHoit 6e3onacuoctu. Kypc nexnuit. Yacts 1 / A.M.
WBannos, B.I'. Ko3moBckuii. — YaesHoBck: Yal'Y, 2020 — 63 c.

9. OcuHoBbl uapopmaimonHon 6e3onacuoctu. Kypc nexuwmii. Yacts 2 / A.M.
Hsanmos, B.I'. KozmoBckuii. — YaesHosck: Yal'yY, 2020 — 103 c.

10. UmxeHnepHO-TEXHUUECKas 3aluTa HHGOpMaluu: yaeOHoe nmocodue s
CTYJEHTOB, OOYYalOIIMUXCS MO CHEHUAIBHOCTIM B 00JacTu HH(OPMALMOHHON
oe3onacHoctu / A.A. Topokun. M.: I'ennoc APB, 2005, 960 c.

11. by3oB I'.A., 3amura napopmanum OrpaHMYEHHOT 0 A0CTyNa OT YTEUKHU 110
TEXHUYECKUM KaHasaM [DnekTpoHHsblil pecypc] / [.A. By3oB - M.: T'opsiuas nunus
- Tenexkom, 2015. — 586 c. - ISBN 978-5-9912-0424-8 - Pexum nocrtyna:
http://www.studentlibrary.ru/book/ISBN9785991204248 . html

12. UndpopmanmonHas 6€30MacHOCTh OTKPBITBIX CUCTEM: YUEOHUK JJIs1 By30B
o crert. 075500 (090105) - "KommiekcHoe obecnieuenne nHbopM. 6€30macHOCTH
aBToMatu3up. cucteM': B 2 T. /3aneunuxkoB C.B., Munocnasckas H.I'., Toncroi
AWM., Ymakos /I.B.. - M.: 'opsiuast munus-Tenekom, 2008. - 558 c.

13. HWudopmarnmonnass 6e30MaCHOCTb KOMIBIOTEPHBIX CHCTEM M CETEi:
yueoHoe nocooue / B.®. Hlanbrun. — M.: U] «DOPYM»; UHDPA-M, 2014. - 416
C. WL

14. OcHOBBI MNpOrpaMMHO-aNNapaTHONW 3alIUThl MHGOpMaluK: YyeOHoe
nocobue. Mznanue 4-e, nepepad. u nomn.- M.: TIEHAH]/I. — 416 c.
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2. METOINYECKHE YKA3ZAHUA

2.1. PA3JIEJI 1. OCHOBHBIE ITPUHIMIIBI CO3JAHUA
ITPOI'PAMMHO-ATIIIAPATHBIX CPEJACTB OBECIIEYEHUA
NHP®OPMALIMNOHHOMU BE3OITACHOCTH

TEMA 1. MPEJMET ¥ 3AJJAYU JTUCLUATIIUHBI «TPOTPAMMHO-
ATIMAPATHBIE CPEJICTBA MH®OPMAIIMOHHOM
BE30IACHOCTH» (ITACOWB)

OcHOBHBIE BONPOCHI:

1. OcHoBHBIE TIOHATUSI U ompeAeneHus B cosnanuu «lIporpammuo-
amnrmapartHble cpeacTBa nHpopmarmonHoit 6ezonacnoctn» (ITACOUDB)

2. Ilpeamer u 3amaun qucuuruinasl [TACOUDB

3. HopmaruBHo-nipaBoBas 0a3a co3nanus u ucnonb3oBanus [IACOWb

PexoMeHIaIIUM 110 U3YYEHHUIO TEMBI:

Bormpoc 1 uznoxxeH B KOHCIIEKTE.

Jliist camocTosiTeIbHOTO U3ydeHust Borpoca 1 ciaemyer oOpatuthes K [1] Ha c.
3-6.

Bonpoc 2 uznoxen B yueobHom nocoduu [1] Ha c. 5-7.

Bormpoc 3 uznoxen B yueoOHoMm nocodbuu [1] Ha c. 8-11.

KounTpoJibHbie Bonpockl o Teme 1:

1. laTh XapakTepHCTHUKY MPOrPaMMHO-AIMIapaTHBIX CPEACTB OOecTieueHus
uHpopmarmonnoi 6e3omnacuoctu ([IACOUD)

2. YTo OTHOCUTCS K HOPMAaTUBHO-IIPABOBOM 0a3e cO37aHMsl U UCIIOJIb30BaHUS
I[TACOUB?

TecTsbl AJ151 CAMOCTOATEJIbHOM Pa0OTHI:
1. KomMmepueckyi TaiiHy He MOIYT COCTaBJSATH CJeIYHOIIHEe BHIbI
uHpopmManmu:
a) Texnuueckas
0) uHbopMaIUs O CIIpoce U MPEAJIOKESHNH,
B) MH(pOpPMALIHS O COCTOSHUM OKPY>KAIOIIEH cpeibl
uH(pOpMaIUs 0 KOHKYpEHTax

2. K BHeIIHMM cy0BeKTaM, ClIOCOOCTBYOIIMM 00ecre4eHHI0 HHPOPMALMOHHOM

0€e30acCHOCTH, OTHOCSITCSI

a) KOHKYPEHTbI

0) (yHKUMOHAJIBHBIE U OTPACIIEBblE MUHUCTEPCTBA U BEIOMCTBA

B) COTPYJIHUKH CHELUAIN3UPOBAHHBIX OPraHU3alWid, OKAa3bIBAIOIIMX YCIYTH I10
JIOTOBOPY;

r) cioyx0a BHYTPEHHETO ay/uTa B LIEJIOM U €€ COTPYIHUKHU U T.JI.
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2.2. PA3JIEJI 1. OCHOBHBIE ITPUHIMIIBI CO3JAHUA
ITPOIr'PAMMHO-AIITIAPATHBIX CPEACTB OBECIIEYEHUSI
NHPOPMALIMOHHOMU BE3OITACHOCTH

TEMA 2. AHAJIU3 YT'PO3 HH®OPMAIIMOHHOM
BE3OITACHOCTH
OcHOBHBIE BONIPOCHI:
1. Tlonsitue mocryna, cyObeKT U OOBEKT JOCTYyIa
2. Knaccudukanus yrpo3 nHpopManmoHHOM 0€3011acHOCTH
3. Kanans!l yreuku nadopmManuu

PexoMeHaaIuM 10 U3YYEHHUIO TEMBbI:

Bomnpoc 1 uznoxen B yuebHoMm nocobuu [9] Ha c. 57-60, 69-70.

Bormpoc 2 uznoxen B yuebHoM nocoduu [1] Ha c. 12-24.

JIJ1st caMOCTOSITEIPHOTO U3yYEHUsI BOTIpOca 2 cieayeT oOpaTUThCs K [8] Ha c.
23-33 uk [4.1-4.4].

Bompoc 3 uznoxen B yueoHom nocodbun [10] va c. 171-180.

JIJ1st caMOCTOSITENTbHOTO M3y4eHHsl Bompoca 3 cienyeT oopatuthes K [11] Ha
c.9-17.

KonTposbHBIE BONPOCHI 10 TeMe 2:

1. OxapakTepu3oBaTh MOHATUS JOCTYIA, CyObEKTa U 00bEKTa JOCTYyIa

2. IlpuBectn Bapuant KiIaccuukanuu yrpo3  HHGOPMAIIMOHHON
0e30macHOCTH

3. OcCHOBHBIE KaHAJIbI YT€UKH UH(POpMaLUn

4. Mogenb HapymmTend. [ns yero ona HyxHa?

TecThl 1151 CAaMOCTOATEIbHOMN PadoThI:
1. Jlnsa 3amuThl MH(GOPMALMH B KAHAJAX CBSI3H M y3J1aX KOMMYTAIIUM He
HCMOJIb3YHOTCS:
a) MmpoueAyphl ayTeHTU(UKAIMU AOOHEHTOB U COOOIICHUI
0) mudpoBaHue
B) CpEJCTBa KOHTPOJS BKJIIOYEHUS TMHTAHUS U 3arpy3Kd IMPOTPAMMHOIO
obecrieueHus
) CIEeIUaIbHBIE IIPOTOKOJIBI CBS3H

2. K npoucuiecTBusiM, CBSI3aHHBIM ¢ HEHAMEPEHHBIMH JeHCTBUSIMU JIIO/IEN,

OTHOCSITCSI:

a) HEMpaBWJIbHOE OOpaIieHne ¢ TMOKUMH TUCKAMH WIIA JPYTUMU MarHUTHBIMH
HOCHUTEJISIMH TPY WX WCTIOIB30BAHUY HIIA XPAHCHHUH

0) J0xKHOE OOBSIBICHUE ce0s IPYTrUM MOJIb30BaTEIEM (MaCKUPOBKA) JJIs
HaAPYIIEHUS apecarii COOOIIECHN UM BOBHUKHOBEHUS OTKa3a B 3aKOHHOM
00CITy>KUBaHUU;



B) HapyLICHUs B CETU IEKTPONUTAHUSA: IEPEHANPSIKEHNS UM UMITYJIbCHBIE
BBIOPOCHI, aBAPUIMHOE OTKJIFOUEHHE 3JIEKTPOIUTAHUS;

r) OJOKHpOBKa KaHaja CBSI3U COOCTBEHHBIMU COOOIIEHUSIMH, BBI3bIBAIOIIAS OTKA3
B 00CITy>KUBaHUU JIETAJIbHBIX MOJIb30BaTENeH

3. IlporpamMMHas 3aKJIagKa — 3T0?

a) crenualn3upoBaHHas MporpamMma aHaJU3upyeT MPOXOASIIUM MO ceTH Tpaduk
U JICKOJAUPYET €ro

0) mporpamma, KOTopasi COXpaHSIOT BBOAUMYIO C KJIaBUATypbl HHGOpMaLHIO (B
TOM YHCJIE€ U TTApOJIM) B HEKOTOPOU 3ape3epBUPOBAHHOM JIJIs1 3TOTO 00JIACTH.

B) IporpaMma, KOTopas 3aXBaTbIBaeT (MOHOIOJIU3UPYET) OTACIIbHBIE PECYPCHI
BBIYUCIIUTEIFHOW CUCTEMBI, HE J1aBast JPYTUM MIPOTrPaMMaM BO3MOKHOCTH €T0
UCITI0JIb30BaTh

nporpaMmma, KoTopast IpUBOIUT K MOBPEXKACHUIO (PAiJIOB UIIM KOMIIBIOTEPOB.

2.3. PA3JIEJI 1. OCHOBHBIE ITPUHIUIIBI CO3JAHUA
INPOI'PAMMHO-AIIIAPATHBIX CPEJCTB OBECIIEYEHUA
NHPOPMAIIMOHHOMU BE3OITACHOCTH

TEMA 3. MEXAHUM3MBbI 3AIIIMUTHI. ITIOJIMTUKA BE3OITACHOCTH B
KOMIIBIOTEPHBIX CUCTEMAX

OcHOBHbBIE BONIPOCHI:

1. ITonmuTrka 6€30MaCHOCTH B KOMITBIOTEPHBIX CHCTEMAaX

2. CriocoOblI 3a1uThl KOH()UIEHIIUATBHOCTH, IIETOCTHOCTH U JIOCTYTTHOCTH B
KC

3. OCHOBHBIE MEXaHNU3MBI 3aINUTHI

Pexomenaanuu no n3y4eHuIo TeMbl:

Bompoc 1 uznoxen B yue6HoM nocobuu [12] Ha c. 227-240.

JIJ1st caMoCTOsITENPHOTO H3ydeHusl Borpoca 1 ciemxyer oOpaTuThes K [5].

Bomnpoc 2 u3noxxeH B KOHCTIEKTE.

JIJ1st caMOCTOSITETEHOTO M3YyYeHHsI Bompoca 2 ciieayeT oopatuthes K [13] Ha
c. 241-258.

Bomnpoc 3 u3noxkeH B KOHCIIEKTE.

JI71s1 caMOoCTOSTENNHLHOTO U3y4eHUs Bompoca 3 ciaeayet oopatuthes k [2,3,6,7].

KonTposbHbIe BONPOCHI IO TeMe 3

[Tonutrka 6€30MaCHOCTH B KOMIIBIOTEPHBIX CHCTEMAaX

Ha3BaTh OCHOBHBIC MEXaHWU3MbI 3aIIUTH HHGOPMAIIHH

OcHoBHBIC TPeOOBaHUS K 3aIUIIECHHOCTH MHGOPMAITHH

UYTto Takoe oIeHKa 3alUIEHHOCTH HHpopMaru?

OCHOBHBIEC MOJICTTH YIIPABJICHUS TOCTYIIOM

OcHOBHBIE CIOCOOBI 3alUTHl KOH(MUICHIIUATHLHOCTH, IIEJIOCTHOCTH U

SN i
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JOCTYITHOCTH

7. @OyHKIUYU sapa 0€301acHOCTH

8. IlpuBectn BapmaHT Kiaccupukanuu (QyHKIIMOHATBHBIX TPEOOBAHUU IO
3ammTe HHOOPMAIIHH.

9. Tpeboanus k 3anmumerHocT IC Ha ypoBHE 3aIUTHl 00bEKTOB, 3aIUTHI
JMHUM, 3aiMThl B/I, 3a10UThI TOJICUCTEM YIIPABJIEHUS.

TecThl 1J151 CAMOCTOSATEIbHON PadoThI:

1. CBoiicTBO BepupuUUMpPyeMOCTH MOHUTOPA 00pPallleHHii TOBOPHUT O TOM, YTO:

a) MOHHMTOp OOpallleHUH TOJDKEH OBITh KOMIIAKTHBIM, YTOOBI €ro MOXHO OBLIO
POAHANM3UPOBATh W MPOTECTUPOBATh, OyIyud YBEPEHHBIM B TIOJHOTE
TECTUPOBAHUSI.

1) HEOOXOJIMMO MPEeAYNPEAUTh BO3MOKHOCTh OTCIEKUBAHUS PaOOTHl MOHUTOPA
oOpareHui.

0) MOHUTOP OOpAIICHUI TOTKEH BBI3BIBATHCS MPHU KAXKIOM 00paIleHNH, HE TOJHKHO
OBITH CIOCOOOB 00OUTH €ro

2. OCHOBHBIMH MeTOaMHM O0ecreYeHUsl HeJOCTHOCTH HH(popMaun (JAHHbBIX)
NpU XPaHEHUH B ABTOMATU3MPOBAHHBIX CUCTEMAX SIBJISIIOTCS:

a) oOecredyeHrne 0TKa30yCTONYHUBOCTH

0) oOecneueHre 6€30MaCHOr0 BOCCTAHOBJICHUS

B) 00a OTBeTa HE BEPHBI

r) o0a oTBEeTa BEPHbI

2.4. PA3JIEJI 1 OCHOBHBIE ITPUHIIUIIBI CO3TAHUSA
ITPOI'PAMMHO-AIIIIAPATHBIX CPEJICTB OBECIIEYEHUWA
NHPOPMAIIMOHHOMU BE3OITACHOCTH

TEMA 4. OCHOBHBIE ITPUHIIMIIBI B CO3JIAHAUN TPOT'PAMMHO-
AIIITAPATHBIX CPEJICTB OBECIIEYEHUS THO®OPMAIIMOHHOM
BE3OIMTACHOCTHU

OcHOBHBIE BONIPOCHI:

1. Knaccudukamus [IACOUDB

2. @ynkunoHalbHbie Bo3MoxHOCTH [TACOWDB

3. Ilpunuumne geicTBus U TexHoyorudeckue ocooennoctu [TACOUDB

PexomMeHaanuM Mo M3y4YEeHHIO TEMbI:

Bormpoc 1 uznoxen B yueonoMm nocodumu [1] Ha c. 25-29.
Bormpoc 2 uznoxen B yueoHoM nocoduwu [1] Ha c. 30-33.
Bomnpoc 3 uznoxxen B yuebHoMm nocobuu [1] Ha c. 34-35.

KoHnTpoJibHBIE BOPOCHI 10 Teme 4:

1. IIpusectu Bapuant knaccuduxarmu [IACOUB
2. OcHoBHble (hyHKIHOHATBHBIE Bo3MOkHOCTH [TACOUD
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3. OxapakTepu30BaTh KOHLEMLHUIO JUCIIETYEpa JOCTya
4. Tlopsnok npoektupoBanus [TACOUB
5. Mogenb cuctemsl 3amuThl nHGopmanuu (C31).

TecTbl 1151 CAaMOCTOATEIbHOM Pa0OTHI:

1. Ha 3Tane njiaHMpoOBaHUA CHCTEMBbI 3aLLUTHI:

a) ONPENENSAIOTCS YYUThIBa€MbIE BO3ACHCTBUS Ha KOMIOHEHTHI AC M pPHCKH,
CBSI3aHHBIE C peajn3aluen yrpo3 0€30nacHOCTH.

0) dopmynupyeTcs cucTeMa 3alUThl KAk €AWHas COBOKYIHOCTh  Mep
IIPOTUBOJECHCTBUS YIrpO3aM Pa3IMYHOU HPUPOJIBI.

B) OCYILECTBIIIETCS BBIOOP KOHKPETHBIX MEP U CpPEICTB olecreueHus
MH(OPMAIMOHHON 0€30MaCHOCTH

oOecrieunBaeTcsi HENpephIBHOE  (PYHKIIMOHUPOBAHWE CHUCTEMBbl 3alllUThl B
KU3HECHHOM LIMKJIE

2. K oprann3zanuonnsiM npuHnunam cosganus [IACOUDB ne oTHOCsATCH:
a) [lpuHUuUNI 3aKOHHOCTH

0) [IpuHuuMI MepcOHATbHON OTBETCTBEHHOCTH

B) [lpuHumnm orpaHuyeHus MOJHOMOYHH 1O JOCTYIYy K HH(MOpMAIIIH
[TpuHIIMTT MUHUMATLHOTO PHCKa

2.5. PA3JEJI 1. OCHOBHBIE TIPUHIUIIBI CO3JAHUA
IHPOI'PAMMHO-AIIITAPATHBIX CPEACTB OBECIIEHEHUA
UH®OPMAIIMOHHOM BE30IIACHOCTHU

TEMA 5. TUIIOBAS CTPYKTYPA U OCHOBHBIE
INPOI'PAMMHO-AINIMAPATHBIX CPEJACTB OBECIIEYEHUSA
HH®OPMAIIMOHHOM BE3OINTACHOCTH

OcHOBHBIE BONPOCHI:

1. Ctpykrypa ITACOUB. KOMIOHEHTHI U MOJICUCTEMBI.

2. Obs3aTenbHbie TpeOoBaHusi 1o oOecneueHuto Wb, mpenbsBisemMbie K
I[TACOHNBb

PexoMeHIalIUM 110 U3YYEHHUIO TEMBI:
Bomnpoc 1 uznoxxen B yueoHoM nocobuu [1] Ha c. 41-44.
Bormpoc 2 u3noxkeH B KOHCIIEKTE.

KoHTpoJibHbIe BONPOCHI 10 TeMe S:
1. Crpykrypa tunoBoro [IIACOUB. KoMIOHEHTHI U TOACUCTEMBI
2. Ocunosusbie pynkunu [IACOUDB
3. OOs3arenpHbie TpeOoBaHus o obecneuenuto Wb, mpexbsasiseMbie K
[TACOWBb
4. Tlpunnmmbel AeicTBUs U TexHosormueckue ocodbeHHoctn I[TACOUB,
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peanu3yromux oTAelbHbIe QYHKIMOHATbHbIE TPEOOBAHMS 110 3alUTE HHPOPMALIUH
W JaHHBIX, WX B3aUMOJCHCTBHE C OOIIECHCTEMHBIMA KOMITOHEHTAMHU
BBIYUCIIUTEIbHBIX CUCTEM.

TecTbl 1J11 CAaMOCTOATEIbHOI Pa0OTHI:
1. ®opmanbHoe onucanue cTpyKTypbl C3U He 710/1:KHO ONIMPATHCS HA:
a) MOJEJb CUCTEMBI JOKYMEHTO000pOTa
0) mMonenb UHPOPMAITMOHHON CUCTEMBI;
B) MOJI€Nb YIrpo3 HH(POPMALIUU U MH(DOPMAITMOHHOW CUCTEMBI;
I') MOJIEIb YTPO3 CPEJCTB 3aIUTHI HHPOPMALIUH.
1) BCE BBILLIE IEPEUNCTICHHBIE

2. MexaHM3MBbI 3alIIUTHI OT YIPO3 HAPYIIEHHUS LeJIOCTHOCTH BKJIIOYAIOT:
a) MEXaHM3Mbl BOCCTAHOBIICHUS

0) pa3rpaHu4eHue J0CTyIa,

B) ayTeHTU(UKAIIIO

r) mudpoBaHHUe.

2.6. PA3JIEJI 1. OCHOBHBIE ITPUHIMIIBI CO3JAHUA
INPOI'PAMMHO-AIITAPATHBIX CPEJICTB OBECIIEYEHUA
WH®OPMAIIMOHHOM BE3OIMACHOCTH

TEMA 6. METOJbI PASIT'PAHUYEHUA JOCTYIIA U YIIPABJIEHUSA
JOCTYIIOM

OcHOBHBIE BONIPOCHI:

1. Meroasl orpaHnYeHuUs AOCTYNA U YIIPABIEHUS JOCTYIIOM
2. Knaccer u Buast HCJI

3. Unentudukanus u ayTeHTUDUKALISL

PexomeHganum mo u3y4eHHI0 TeMbI:

Bormpoc 1 uznoxen B yueoHom nocoduu [9] Ha c. 57-60, 69-70.
Bormpoc 2 uznoxen B yueoHoM nocoduu [9] Ha c. 14-20.
Bomnpoc 3 uznoxen B yueoHoMm nocobuu [9] Ha c. 67-76.

KonTpoabHbIe BONPOCHI 10 TeMe 6:

1. MeToapl OrpaHUYECHUS JOCTYIIA M YIIPABJICHUS JOCTYIIOM
ITonstue HecankimonupoBanHoro jgocryna (HCI).
Knaccer u Bugsr HCJ

Nnentndukaius u ayTreHTUUKAIUS

JIMCKpEITMOHHOE YIIPABICHHUE TOCTYIIOM

MaHngaTHOE yIIpaBiIeHUE TOCTYTIOM

PosnieBoe ynpaBiienue qoctynom

NownkwLb
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TecThl 1J151 CAMOCTOATEIbHOM PadoThI:
1. AyreHTH(pHUKALHA — ITO
a) mpoleaypa IpOBEPKHU MOJITUHHOCTH
0) mpucBoeHHe CyObeKTaM M OO0bEeKTaM HJIEHTU(UKATOpa WM CpaBHEHUE
uAeHTU(UKATOpa C IEPEUYHEM MPUCBOCHHBIX UJIEHTU(PUKATOPOB.
IIPENOCTABICHUE OINPEACIEHHOMY JIUIly WM TPYIIIE JIMI IIpaB Ha BBIIOJHEHUE
OIPEICIEHHBIX ICHCTBUAM

2. Pasrpanudenue pocryma Ccy0ObeKTOB K OO0beKTaM, OCHOBaHHOE Ha
Ha3HaYE€HUHN METKHU KOH(PUISHIIMANbHOCTHU Ui HHPOpMaIuu, conepxaieics
B 00beKTax, ¥ BeIJadye OPUIHAIBHEIX pa3penieHuil (onycka) cyoObekTam Ha
oOpamenne Kk ”HPOpMaMU TAKOro YPOBHS KOH(PHUISHIIHATHHOCTH)

a) MaHJaTHOE

0) IUCKPELUOHHOE

B) pOJIEBOE

2.7.PA3JIEJI 1. OCHOBHBIE ITPUHIMIIBI CO3JAHUA
IHPOI'PAMMHO-AIIITAPATHBIX CPEACTB OBECIIEHEHU A
WH®OPMAIIMOHHOM BE3OIMTACHOCTH

TEMA 7. METO/bI PASTPAHUYEHUSA JOCTYIIA U
YIIPABJIEHUSA JOCTYIIOM

OcHOBHbIE BOIIPOCHI:

1. IlonsTe  mpoToKONa  WASHTUDUKAIMHM U UACHTUDUIUPYIOIICH
uHbopMaIuu

2. CriocoObl XpaHeHus UASHTUUIUPYIOIIEH HHPOpMAITHH

3. KoHTpop 1 ynpaBieHrne TOCTYIIOM CPEICTBAMH OIEPAITMOHHON CUCTEMBI
¥ TIPOTPaMMHO-aNTNapaTHBIMA TEXHHYECKUMHU CPEJICTBAMHU

PexomeHIaI[UM M0 U3YYE€HHIO TEMBbI:

Bomnpoc 1 uznoxxen B yueobHoMm nocobuu [9] Ha c. 70-76.
Bomnpoc 2 uznoxxen B yuebHoMm nocobuu [1] Ha c. 40-43.
Bormpoc 3 uznoxen B yueobHom nocoduu [13] na c. 174-189.

KoHTpoJibHBIE BONIPOCHI 10 Teme 7:

B uéwm 3akmiouaercs 3anaya uaeHTU(GUKALNN TOIb30BaATENS

JlaTb MOHATHE MPOTOKOJIA UACHTU(DUKAIIIH

JlokanpHas ¥ yJaneHHas UAeHTU(OUKALIHS

[TonsiTue uaeHTUGUIUPYIONIEH HHPOPMALTUN

CnocoObl XpaHeHust uieHTuGuIpyroei naopmanuu

CuMMeTpUYHbIE U HECUMMETPUYHBIE METObI Ay TEHTU(UKALIMK CYObEKTa
AytenTtudukamnus o0beKTa

Yro Takoe aBTOpU3aALIUL

PN R =
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9. KoHTpoib 1 ynpaBieHHE JOCTYIIOM CPEICTBAMU ONEPALIMOHHON CUCTEMBI
U MIPOTPaMMHO-aNMNapaTHBIMU TEXHUYECKUMU CPEACTBAMHU
TecTbl 111 CAaMOCTOATEIbHOI Pa0OTHI:
1. CuMMeTpUYHBIM METOAOM AYTEHTU(PUKAIUN ABJISETCH:
a) mportokon Juddu-Xemnnmana,
0) npotokon IIHoppa,
B) cxema Kerberos
r) npotokon duarta-Illamupa.

2. OCHOBHBIMM aTAKAMM HA NPOTOKOJIbI AYTEHTU(PUKAIUH ABJISIOTCH:
a) OTpa)kKeHUE Mepeadu

0) moBTOpHas mepeaava

B) Mackapaj

I') BCE OTBETHI BEPHBI

2.8. PA3JIEJI 1. OCHOBHBIE ITPUHIMIIBI CO3JAHUA
IHNPOI'PAMMHO-AIIITAPATHBIX CPEJICTB OBECIIEYEHUA
WH®OPMAIIMOHHOM BE3OIMACHOCTH

TEMA 8. METO/Ibl U CPEJICTBA XPAHEHMUS KJIIOYUEBOM
NHOOPMALIINN
OcHOBHBIE BOIPOCHI:
1. Uudopmanus, ncnonpzyemast A1t KOHTPOJIS JOCTyHa
2. Knaccudukaruss CpencTtB XpaHeHHS KIOUed W UACHTHUDUIIAPYIOIICH
uHbOopMaIun
3. TumnoBble pelIeHrs B OpraHu3aluu KIIOYEBbIX CHCTEM

PexoMeHnganum no u3y4eHMI0 TeMbI:

Bomnpoc 1 uznoxen B yuebnom nocodbun [1] Ha c. 70-71.

Bomnpoc 2 uznoxxen B yuebHoMm nocobuu [1] Ha c. 71-73.

JI71s1 caMOCTOSITENIFHOTO U3Y4YEHHUs BoIpoca 2 cleayeT oopaTuTthes k [14] Ha
c. 363-368.

Bomnpoc 3 u3noxxeH B KOHCIIEKTE.

JI71s1 caMOCTOSITENIbHOTO U3y4YeHUs Bompoca 3 cieayeT oopatuthes K [14] Ha
c. 393-406.

KonTposabHbIe BONPOCHI 10 TeMe 8:

1. Uudpopmanus, ucronabzyemas Juisi KOHTPOJIS JOCTyNa: KIOYU U Napoiu

2. IlpuBecT BapuaHT KJIacCUPUKALKUU CPEIACTB XpaHEHUS KIIOUeH W
uaeHTUUUMpyoneil nHpopMaLK

3. Opranu3anusi XpaHeHUs KJII0Yen

4. TunoBble pelIeHNs B OPraHU3alny KIIFOUEBBIX CUCTEM

5. OTKpBITOE pacupenesieHue KIIrouen
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6. [lepcoHanbpHbie CpeACTBA ayTEHTU(PHUKAIIMU W 3aIIUIICHHOTO XpaHEHUs
JTAHHBIX
TecTbl 111 CAMOCTOATEIbHOI Pa0OTHI:
1. B uepapxuio Kiro4eilt 00bIYHO BXOISAT:
a) 1 ko4
0) 2 kiroya
B) 3 Kiroya
r) 4 xmoya

2.Cpenu 3J1eKTPOHHBIX KJII0Yell HandoJ1ee CTOMKUMM SIBJISIIOTCS:
a) Kiroun ¢ mamsThio

0) Kirouu ¢ Mukponpoliieccopom

B) O6a oTBETa HE BEPHBI

2.9. PASJIEJI 2. IPOT'PAMMHO-AIIITAPATHBIE CPEJACTBA
AU TBI UTHOOPMAIINMU OT HECAHKIITMOHUPOBAHHOI'O
JOCTYITA

TEMA 9. 3AIIUTA OT HE3AKOHHOI'O KOITMPOBAHUSA N
HUCIIOJb30BAHUS ITPOT'PAMM
OcHOBHBIE BOIIPOCHI:

1. Knaccudukanuss anmapaTHbIX U MPOrPaMMHBIX KOMIIOHEHTOB 3allUThI
nporpamm

2. CniocoObl BCTpanBaHus cpencTB 3auuThl B 110

3. [Ipusszka [1O k anmapaTHOMY OKPYKEHHIO U (PU3UUECKUM HOCUTEISIM Kak
OCHOBHO€ CPE/ICTBO 3alIUTHI OT KonupoBaHus 110

PexoMeHaaIIUM 110 U3YYEHHUIO TEMBI:

Bompoc 1 uznoxxen B yuebHom nmocobun [14] na c. 112-123.

Bompoc 2 uznoxen B yuebHom rnmocodbuu [1] Ha c. 98-100.

JI71s1 caMOCTOSITENTLHOT'O U3YyUEeHUS BOIIpoca 2 clieyeT oOpaTuThes K [2] Ha C.
343-360

Bomnpoc 3 uznoxen B yuebHom nocobuu [1] Ha c. 107-112.

KonTposbHbIE BONPOCHI 10 Teme 9:

1. IlpuBecTr BapuaHT KjacCUUKAIUS ammapaTHBIX W MPOTPAMMHBIX
KOMIIOHEHTOB 3alUThI IPOrpaMM

2. CniocoObl BCTpamBaHUS CPENICTB 3allUTHI B MPOTPaMMHOE OOecredeHne
(T10)

3. CrocoObl  ompenaesneHus:  (akTta HE3aKOHHOTO  KOMHMPOBAHUS U
UCIIOJIb30BaHUs TPOrPaMM

4. CriocoObl 3alUThl OT HE3aKOHHOIO0 KOMUPOBAHUS M HCIOJIb30BAHMS
nporpaMm
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5. [Ipuss3ka [10 k anmapaTHOMY OKPYKEHHUIO U (PU3NYECKUM HOCUTENSIM KaK
€MHCTBEHHOE CPEJICTBO 3alUThI 0T kKonupoBaHus [10

TecTbl 1151 CAMOCTOATEIbHOI Pa0OTHI:
1. OgauM H3 crmoco00B CO3JaHUA KJIIOUYEH HA JKEeCTKHUX TUCKAX SABJISIETCA:
a) Jlornueckoe mpeBbIlIeHHE 00beMa TIOPOKKH.
0) YMeHbIIIeHHE MEKCEKTOPHBIX TPOMEKYTKOB.
B) [IpuBsi3ka Kk apXUTEKType KOMIbIOTEpPA
r) M3MeHeHHEe KOHTPOJBHOU CYMMBI.

2. Kakoii c1ocod BCTpauBaHUA 3AIIUTHBIX MEXaAHU3MOB SIBJISIETCH OCHOBHBIM
JJISA IPOEKTHPYeMBbIX U npoBepsiemMbix C3U?

a) BCTaBKa (hparMeHTa MPOBEPOYHOTO KOAa

0) BCTaBKOI MPOBEPOYHOIO MEXaHU3MA B HCXOAHBINA KOJI Ha ATAre pa3padoTKu 1
OTJIaJIKU TPOTPAMMHOTO IIPOJIYKTa

B) MpeoOpa3oBaHHEM HCIOIHAEMOTO (haiijia K HEUCTIOTHIEMOMY BUIY
(mudpoBaHue, apXuBaiis ¢ HEU3BECTHBHIM MTAPaMETPOM U T.J.) U IPUMEHEHUEM
JUIS1 3arpy3Ku HEKOTOPOU MPOrpaMMBbl, B TEJIE KOTOPOUM M OCYLIECTBIIIOTCA
HE00XO0IMMbIE TTPOBEPKHU;

I') KOMOMHHUPOBAHHBIM

2.10. PA3AEJ 2. IPOTPAMMHO-AIIIIAPATHBIE CPECTBA
SJAIIATBI UTHOOPMAIINMU OT HECAHKIIUOHUPOBAHHOI'O
JOCTVYIIA

TEMA 10. 3AIIIUTA OT PASPYIIAIOIIUX ITPOT'PAMMHBIX
BO3JENCTBUI U U3YYEHUS KOJA TPOTPAMM

OcHOBHBIE BONIPOCHI:

1. CriocoOblI U3y4eHHs KoJa MporpaMm

2. O6patHoe npoektupoBanue 110

3. 3ammura OT pa3pyularoiux IporpaMMHBIX BO3AEHCTBHIA

PexoMeHIalIUM 110 U3YYEHUIO TEMBI:

Bomnpoc 1 uznoxxen B yue6HoMm nocobuu [1] Ha c. 107-112.
Bomnpoc 2 u3noxeH B KOHCIIEKTE.

Bomnpoc 3 uznoxen B yueoHoMm nocobuu [14] Ha ¢. 234-270.

KonTpoabHbie Bonpocskl o teme 10:

1. CriocoObI U3y4deHust KoJia mporpamMmm

2. O6patHoe npoekTupoBanue [10

3. CnocoOsl 3alIUTHI TPOTrpamMM OT U3YUYEHHUS KOJa

4. OcHOBHBIE MPUHIUIIBI OOecrieyeHus1 6€30MaCHOCTH MPOTpaMM

5. 3ammTa OT pa3pylIaloIIMX TPOrPAMMHBIX BO3ICHCTBHI

6. Bupychsl kak 0cOOBIN KJIacc pa3pyIiaroiyx IporpaMMHBIX BO3ACHCTBUIA
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7. HeoOxomMble U JOCTATOYHBIE YCIIOBUS HENOMYILIEHUS pa3pyILAOLIEro
BO3JICUCTBUS
8. [ToHsATHE N30MPOBAHHON IPOrPAMMHON CpEAbI

TecTbl 1J11 CAMOCTOATEIbHOI Pa0OTHI:
1. Cnocod 3amuThl OT TPACCHPOBKH NPOrpaMM IO 3aJaHHOMY COOBITHIO,
NPeICTABISIOIMNNA c000 3aMbIKaHUe Leno4Yek 00padoTKH COOBITHH MHUHYS
NpOrpaMMbl TPACCUPOBKH.
a) IlaccuBHas 3ammra
0) AKTUBHas 3allUTa EPBOrO TUIIA
B) AKTHBHAs 3allUTa BTOPOTO TUMA
r) AKTHBHas 3allUTa TPETHEro THUIIA

2. Ucnonb30BaHHe anMapaTHBIX 0CO0EHHOCTEl MUKPONPOLECCOPAa OTHOCUTCS

K caeayomemy kiaaccy 3amursl [1O ot uccienoBanus:

a) BnusHue Ha paboTy OTIIAOUYHOTO CPEICTBA Yepe3 00IIKe TPOrpaMMHBIE WITN
amnmapaTHbIE PECYpPChI

0) BiusiHue Ha paboTy OTIIAOYHOTO CPEACTBA MYTEM HUCIIOIb30BaAHUS
0COOEHHOCTEH ero anmnapaTHON WM MPOTPAMMHOM CPEJIbl.

B) BnusiHue Ha paGoTy oTyiauuKa yepe3 opraHbl yIpaBiICHUS WIH/U YCTPOUCTBA
0TOOpaXkeHHsI THPOPMALIUH.

r) Hcnonb3oBaHuWe NPUHIUIIUAIBHBIX OCOOCHHOCTEH paboThl YMHPaBISIEMOIO

YEJIOBEKOM OTJIa4MKa.

2.11. PA3JEJI 2. IPOT'PAMMHO-AIIIIAPATHBIE CPEACTBA
AU TBI UHO®OPMAIIMU OT HECAHKIIMOHUPOBAHHOI'O
JOCTYITIA

TEMA 11. OCHOBHBIE ITOAXOIbI K 3AIIUTE JTAHHBIX OT HCJ
OcHOBHBIE BONPOCHI:
1. ®aiin kak 00BeKT moctymna. [lonsTue aTpuOyTOB HOCTYyMA
2. Opranmzanus noctyna K ¢aiinam B paznuanabix OC
3. Knaccudpukanus mnporpaMMHO-anmapaTHbIX  CPEACTB  3alIUTBl  OT
HECAHKIIMOHUPOBAHHOTO JI0CTYyIIa K HH(popManuu, Xxpanumoi B [IDBM

PexomeHIa[uM M0 U3YYE€HHIO TEMBbI:

Bomnpoc 1 uznoxen B yuebHom nocobuu [11] Ha ¢. 171-173.
Bonpoc 2 uznoxen B yuebHoMm nocobuu [14] Ha ¢. 174-179.
Bomnpoc 3 uznoxen B yuebHoMm nocobuu [1] Ha c. 120-123.

KonTpoabHsbie Bonpocskl o teme 11:

1. ®daiin kak 0OBEKT AOCTYyIIA

2. O1eHKa HaJIe)KHOCTU CUCTEM OTPAaHUYEHHUS JOCTYyTa
3. Ilonarue atpubyTOB AOCTYyNA
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4. Opranuzanus goctymna K ¢aiiam B paznudabix OC
5. 3ammTa ceteBoro (aitioBoro pecypca
6. Bapmant xmaccudukanuu mporpaMMHO-aNMapaTHBIX CPEACTB 3alUTHI OT

HECaHKIIMOHUPOBAHHOTO AOCTYMa K uH(popmanuu, xpanumoi B [I9BM

TecTbl 1151 CAaMOCTOATEIbHOI Pa0OTHI:

1. 3amuTa OT YTEeHHUsI HA YPOBHE CUCTEMbI MOKET OCYIECTBJISATHCS
a) Beenenuem atpubyta Read Only s daiinos;

0) Beenenuem arpubyta Hidden nmst daitnos;

B) BBemeHnuem 3ampera Ha YTCHHE MMAIKH, B KOTOPOM HaXOUTCS (haiii
r) Hu oquH BapuaHT OTBETa HE BEpeH

2.12. PA3SJIEJI 2. IPOTPAMMHO-AIIIIAPATHBIE CPEJACTBA
AU TBI UHO®OPMAIINMU OT HECAHKIIMOHUPOBAHHOI'O
JOCTYIIA

TEMA 12. OIIPEJIEJTEHUE ®AKTA JIOCTYIIA K ®PAWNJIAM. JOCTYII

K JAHHBIM CO CTOPOHBI ITPOLOECCA

OcHOBHBIE BONIPOCHI:

1. CnocoOsI onpenenenust ¢pakTa A0CTyIa

2. Kypnansl nocryna. Kpurepun nHGOpMATUBHOCTH KYPHAJIOB AOCTYyTa
3. MexaHu3Mbl KOHTPOJIA anmnaparHoit koHduryparuu [19BM

PexomeHIa[uM M0 U3YYE€HHIO TEMBbI:

Bonpoc 1 uznoxen B yuebHoMm nocobuu [11] Ha ¢. 171-173.
Bompoc 2 uznoxen B yueo6HoM nocobuu [14] na c. 174-179.
Bompoc 3 uznoxen B yuebHom mocobuu [1] Ha c. 120-123.

KonTpoabHbie Bonpocskl o teme 12:

1. OcHoBHBIE CIIOCOOBI OTIpeieeHus (pakTa 10cTyna

2. XKypnansl goctyna

3. Kpurepuu unhopmMaTUBHOCTH KypHAJIOB JJOCTYIIa

4. BeisiBIeHUE ClI€I0B HECAHKIIMOHMPOBAHHOTO AOCTyNA K (haiiam

5. Yto Ttakoe Meto nuHuuupoBanHoro HC/[?

6. IlonsTHE HOCTYyNA K JAHHBIM CO CTOPOHBI IIpoLiecca: OTIANYHS OT JOCTyIa

CO CTOPOHEI I10JIb30BaTCJIA

7. 1loHATHE ¥ IPUMEPBI CKPBITOIO 10CTyNA

8. HanexHOCTh cHCTEM OIpaHUYEHHUs JOCTYIIa

9. IloHATHE 37EKTPOHHOIO 3aMKa

10. [IpuHUMIIBI TOCTPOCHUS U PYHKIMOHUPOBAHMS SJIEKTPOHHBIX 3AMKOB
11. MexaHu3Mbl KOHTPOJIs annapatHor kKoHpurypauuu [I19BM

TecThl 17151 CAMOCTOATEIbHOM PadoThI:

1.®aiisbl, CO3IaHHbIE IPOLECCOM:
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a) Hacnenyror uneHTuuKarop mnpouecca U MOTYT ObITh 3alyLIeHbl TOJIBKO
JAHHBIM [POLECCOM

0) HacnenyroT nuaeHTU(PHUKATOP MOIB30BATENS, 3aITyCTUBILIETO MPOLECC

B) MoryT ObITh UCTIOJIB30BAHBI TOJIBKO aAMHUHUCTPATOPOM

2.@yuknuamu [TAK Co00Jb He SIBJASIOTCH:

a) HWnpenTudukaiys mojab3oBaTesei 10 AIEKTPOHHBIM HACHTH(PHKATOpaM;

0) IIpoBepka 1EIOCTHOCTH MPOTrPAMMHOM CPENIbl U 3aMpeT 3arpy3Ku ¢ BHEIIHUX
HOCHUTEJIICH;

B) KOHTpOJIb 11€JIOCTHOCTH anmapaTHOM Cpejibl

r) 3aiuileHHas nepeaavya JaHHbIX

2.13. PA3AEJL 2. TIPOI'PAMMHO-AIIIIAPATHBIE CPE/ICTBA
AU TBI UTHO®OPMAIINMU OT HECAHKIIMOHUPOBAHHOI'O
JOCTYIIA

TEMA 13. OCOBEHHOCTU 3AIIUTHI JAHHBIX OT U3MEHEHMUS

OcHOBHBIE BONIPOCHI:

1. 3amuTa MaccuBOB MH(pOpMaIuu oT u3MeHeHus. Mimuro3amnmura

2. llogxon Ha ocHOBe (OPMUPOBAHUS XO3UI-PYHKIMH, TpPeOOBAHUA K
MIOCTPOCHUIO U CIIOCOOBI €€ peann3aliuu

3. Ucnonep3oBanue C3U «Dallas Lock» IS 3aIUTHI oT
HECAHKI[MOHUPOBAHHOTO HW3MEHEHHs, YCTAaHOBKM WJIHM yJAaJeHHE MpOrpaMM H
Gbaiinos.

PexomMeHIa[uM M0 U3YYE€HHIO TEMBbI:

Bompoc 1 uznoxen B yue6HoM nocobuu [14] na c. 297-299.
Bompoc 2 uznoxxen B yueoHoMm nocobun [14] Ha c. 299-304.
Bompoc 3 uznoxen B gokymenTaiuu Ha C3U «Dallas Lock».

KonTpoabnbie Bonpockl no teme 13:

3amTa MacCUBOB MH(OPMAITUHN OT U3MEHEHUS

Urto Takoe umMuTO3aIUTA?

Kpunrorpaduueckas mocraHOBKa 3allUThHl OT K3MCHEHUS TaHHBIX
[Toxxoap! K pelIeHuIo 33/1a4H 3alUTHl JaHHBIX OT U3MEHEHHS
[Toxxox Ha ocHOBE (POPMHUPOBAHUS UMUTOIPUCTABKI

[Togxon Ha ocHOBe (hopMuUpOBaHUS XA1II-()YHKITHH
dopmupoBanue ekTponHor moamucu (I11)

Oco0eHHOCTH 3aIIUTHI JOKYMEHTOB U UCTIOIHAEMBIX (PaiiioB

WX NNk W=

[Tpobnema caMOKOHTPOJISI HCTIOJIHSAEMBIX MOy ICH

TecThl 17151 CAMOCTOATEIbHON PadoThI:
1. Kakue nporpaMmmMHo-anmnapaTHbie CpeacTBa NMPeAHA3HAYEHBbI /I 3aLlIUThI
0T HECAHKIIHOHMPOBAHHOI0 U3MEHEHMS, YCTAHOBKHU WJIH yIaJIeHUE NMPOrpaMMm
U ¢aiisioB?
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a) «Ilumnka»

0) VipNet

B) C3U «Dallas Lock»
r) C3U «Secret Disk»

2.14. PA3JIEJ 2. MPOTPAMMHO-ATIITAPATHBIE CPEJCTBA
3AIATHI TH®OPMAIIAN OT HECAHKIIMOHUPOBAHHOT' O
JOCTVYIIA

TEMA 14. METO/JbI KPUIITOTPA®UUYECKOM 3AIIATHI
OcHOBHBIE BONPOCHI:
1. Kiaccugukauus MeTo10B KpunTorpaguueckoro npeoOpazoBaHus
2. TpeOoBaHUs K IPOrpaMMHO-aIIIaPATHBIM KOMILJIEKCaM MIM(PPOBaHUS
3. IlocTpoeHue anmapaTHbIX KOMIIOHEHT KPHUIITO3AIIUTHI JAHHBIX,
cnenuanuzupoBanusie CBUC kak HocuTenu anroputma mudpoBaHUs

PexoMeHganum no u3y4eHM0 TeMbI:

Bonpoc 1 uznoxen B yue6HoM nocobuu [13] na c. 198-116.
Bormpoc 2 uznoxen B yaebHoM rmocobuu [14] Ha c. 42-64.
Bomnpoc 3 u3noxxeH B KOHCIIEKTE.

KonTposabHbie Bonpockl no teme 14:

1. Knaccudukanus MeTo10B Kpunrorpadguieckoro nmpeodpa3oBaHus

2. HopmatuBHO-TIpaBoBas 6a3a kpunrorpaduueckoro npeodpa3oBaHus

3. TpeboBaHus K IPOTrpaMMHO-AIITAPATHBIM KOMIUIEKCaM MG POBaAHUS

4. HeobxonrMble U JOCTaTOUHbIE (DYHKLIMU anlapaTHOTO CPEICTBA
KPHUIITO3AIUTHI

5. IloctpoeHne  ammapaTHBIX  KOMIIOHEHT  KPHUMTO3AIIUTHl  JIaHHBIX,
cnenuanuupoBanubie CBMC kak HocuTenu anroputMa mudpoBaHus

6. 3anuTa anroputma MMUGPOBaHUS; MPUHLKII YyBCTBUTEJILHON 00JIACTU U
MIPUHIIUII TJIABHOTO KJTF0Ya

TecThl 1151 CAMOCTOATEIbHON PadoThI:
1.1 coBpeMEeHHBIX KPUNTOrpauuecKuX CHCTEM 3alUThI MHOpMAIIUM
chopMyTHpPOBaHBI cJIeay0lIne 00IeNPUHATHIC TPeOOBAHUS:
a) 3HAHUE aIropuT™Ma MmMudpPoBaHUs HE JOJKHO BIHUITH HA HAJIEKHOCTH 3aITUTHI
0) CTPYKTYpHBIE 3JIEMEHTHI aJITOPUTMA IMUPPOBAHUS TOJKHBI ObITH HEM3MEHHBIMU
B) HE JIOJDKHO OBITh MPOCTHIX U JIETKO YCTAHABIMBAEMBIX 3aBUCUMOCTBIO MEXKIY
KJIFOUYaMH TOCJIeI0BATEIBLHO UCTIOIB3YEMbIMU B TTpoliecce MudpoBaHus
I') BCE BBINIETIEPEYHCIICHHbIE
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2.15. PA3JIEJI 2. TIPOTPAMMHO-AIIIIAPATHBIE CPEJCTBA
AU TBI UHO®OPMAIIMU OT HECAHKIIMOHUPOBAHHOI'O
JOCTYIIA

TEMA 15. TACOUB B CETAX INIEPEJJAYUN JTAHHBIX

OcHOBHBIE BOIIPOCHI:
1. Knaccugukanys nporpaMMHO-annapaTHbIX CPEACTB 3aIlIUThl MH(POpMALMU B
CEeTAX Mepelayu JaHHbIX
2. IIporpaMMHO-anmnapaTHsle CPEACTBA MEKCETEBOIO SKPAHUPOBAHMUS
3. OCHOBHBIE IPUHLIUITBI OOHAPYKEHUS CETEBBIX aTaK

PexoMeH1allUM 110 U3YYEHHIO TeMbI:

Bompoc 1 uznoxen B yue6bHom nocobun [1] Ha c. 144-148.
Bomnpoc 2 uznoxen B yuebHoM nocobun [1] Ha c. 149-152.
Bomnpoc 3 uznoxen B yuebHom nocobun [1] Ha c. 151-153.

KonTpoabHsbie Bonpocs no teme 15:

1. Knaccudukarms POrPaMMHO-AIIapaTHBIX CpEICTB 3aIUTHI
uHPOPMAIIUHU B CETSIX MEpeaun JaHHBIX

2. [IpuHIMOBI TOCTPOCHUS W (QYHKIIMOHUPOBAHUSI MEKCETEBBIX IKPAHOB B
CeTsIX mepeJayu JaHHBIX

3. [IporpaMMHoO-anmapaTHble CPEJCTBA MEKCETEBOTO SKPaHUPOBAHUS

4. OCHOBHBIE MPUHIUIIBI 3aIIUTH UHPOPMAIIUN IPU Mepeaaye Mo KaHaiam
CBSI3U

5. [IporpaMMHoO-amnmapaTHble Cpe/ICTBA 3allMThl HHPOPMALMK MPU IIepeade
[0 KaHaJlaM CBSI3U

6. OCHOBHBIC IPUHIIUITEI OOHAPYKEHHUS CETEBBIX aTaK

7. OCHOBHBIC IPUHIIMITBI 3AIUTHI OT CETEBBIX aTaK

8. OOHapyXeHUE CETEBBIX aTaK

TecThl 1J151 CAMOCTOATEIbHOM PadoThI:
1.IlpumepaMu cpeacTB MeKCETEBOT0 IKPAHUPOBAHUSI He SIBJISIFOTCH:
a) ITAK «Co6osb»
0) C3U «Dallas Lock»
B) VipNet
r) Konrtunent
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2.16. PA3JIEJI 2. TPOTPAMMHO-AIIIIAPATHBIE CPEJCTBA
AU TBI UHO®OPMAIIMU OT HECAHKIIMOHUPOBAHHOI'O
JOCTYIIA

TEMA 16. YIIPABJIEHUE BE3OITACHOCTBIO CETHU
OcHOBHBIE BONIPOCHI:
1. OCHOBHBIE IPUHLMIIBI YIIPABIEHUS 0€30aCHOCTBIO CETU
2. IlporpammHo-annapaTHbIE€ CPEICTBA YIIPABICHUs 0€30I1aCHOCTBIO CETH

PexoMeHIallUM 110 U3YYEHHIO TEMbI:
Bomnpoc 1 uznoxen B yuebHoMm nocobuu [1] Ha c. 146-151.
Bompoc 2 uznoxen B yueoHom rnocoduu [1] Ha c. 152-160.

KonTposabHbie Bonpockl no teme 16:

1. OcHOBHBIC TPUHITUIIBI YITPABICHUS O€30MACHOCTHIO CETH

2. IlporpammHO-anmapaTHbIe CPEACTBA YIPABICHUS 0€30MTaCHOCTHIO CETH

3. llITaTHbIEe CpeACTBa CETEBOTO OOOPYAOBAHUS, TIPETHAZHAYCHHBIC IS
3amuThl THGOPMAIIMH TPHU TIepeIayue Mo KaHajgaM CBS3H

TecTbl 1J151 CAMOCTOSATEIbHON PadoThI:

1. AreHT 0€30IaCHOCTH, YCTAHOBJICHHBIH HA cepBepe MPUII0KEHUI

a) OpUEHTHPOBaH Ha 3alIUTY UHIUBUYAIBHOTO MOJIb30BATENSA

0) OpUEHTHpPOBAaH HA  OO0ECMEUEHHME  3alUTHl  CEPBEPHBIX  KOMIIOHEHT
pacnpeeeHHbIX TPUITIOKEHUN

B) oOecrneunBaeT pa3 BS3KY CErMEHTOB CETH BHYTPH MPEANPUATUS WU MEXKIY
NPEANPUATUSIMH, Pellias 33J1a4yu COIVIACOBAHMSI MOJMUTUK O€30MMaCHOCTH Pa3HbIX
ceTei.

2. He3aBucumasi JKCHepTH3a OTAEJbHBIX o0OJacTeil (PYHKUMOHMPOBAHMS
npeanpusaTHs.

a) Aynur

0) ATtrecranus

B) Ceptudukanmus

r) AKKpeauTaius
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2.17. PA3JEJI 2. TIPOTPAMMHO-AIIIIAPATHBIE CPEJCTBA
AU TBI UHOOPMAIIUU OT
HECAHKIIMOHUPOBAHHOI'O JOCTYIIA

TEMA 17. CEPTU®UKALIUSA C3U
OcHOBHBIE BOIIPOCHI:
1. Cucrema cepruduxanu C3U. HopmaTuBHO-mipaBoBast 0aza cepTuduxaiiu
2. 3amaun  ceptudukanuun [TACOUB Ha  cooTBercTBHE  TpeOOBaHUSIM
nH(pOpMaIIMOHHOM 6€3011aCHOCTH

PexoMeHIallUM 110 U3YYEHHIO TEMbI:
Bompoc 1 uznoxen B yueobHom nocoduu [1] Ha c. 172-183.
Bompoc 2 uznoxen B yueobHom nocoduu [11] Ha c. 174-190.

KonTpoabHsbie Bonpocsl no teme 17:

1. Ilpeanaznauenue cucremsl ceprudukamnuu C3U

2.3amaun  ceprtuduxanmuu [IACOUB Ha cooTBercTBHE TpeOOBaHUIM
uH(GOPMaIIMOHHOMN 0€3011acHOCTH

3. HopmaTtuBHo-nipaBoBas 6a3a ceprudukanuu [TACOUb Ha cooTBeTcTBHE
TpeOoBaHUSIM UH()OPMAIIMOHHONW 0€30IMacHOCTH

4. Texnonorus ceprudukanuu [TACOUB Ha cooTBeTcTBHE TpeOOBaHUSIM
nH()OPMAITMOHHOM 0€301TaCHOCTH

TecThl AJ151 CAMOCTOATEIbHOM PadoThI:

1. Opranbl no cepruHUKAIUN CPEICTB 3alIUTHI HH(OPMALIMU B Mpeaesiax

YCTAHOBJICHHOM 00J1aCTH AKKPeIUTALIUM:

a) yTBEepKJIaeT HOPMATHUBHBIC JIOKYMEHTHI, Ha COOTBETCTBHE TPEOOBAHUSIM
KOTOPBIX MMPOBOJIUTCS CEPTUPHUKAIIHS CPEACTB 3alTUTHI HH()OPMAITUU B CUCTEME,

0) MPUHUMAIOT pEIIeHHe O TPOBEIACHUM TOBTOPHOM cepTU(UKAIU TIPU
U3MEHEHHUSX B TEXHOJOTUM U3TOTOBICHUS W KOHCTPYKIMH (COCTaBe)
CEepTUPHUITUPOBAHHBIX CPEJICTB 3AMUTH HHPOPMAIIHH;

B) 00ecreynBalOT COOTBETCTBUE CPEJCTB 3allMThl HHPOpMALMKM TPEOOBAHUSIM
HOPMATHUBHBIX JOKYMEHTOB I10 3aluTe HHGOpMAIIIH
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